Passworderia

Learning goal: students understand that they shouldn’t use personal information in their password and knows a technique to create and remember more complex passwords.
Age group: 7-10
Relation to learning areas: is it needed, maybe for primary to complex?
Estimated time: 30 min.
MIL skills: safety.
Prerequisite: no prerequisite.
Medium: pen and paper.

Activity guidance:
1. Present that you will speak about secrets today. And in online world secrets are usually protected by the passwords. Emphasise for students that during the activity they should NOT mention their own passwords they have.
2. Ask them what kind of passwords they think people use (they can name categories [pet names, people names] or exact passwords [Peter, Hedwig]).
3. Look at most common password list and compare it to the list students developed.
4. Split students to two teams and play charades. Each team selects captain, they come to you. You put over the head word and team need to help guess. First round: easy but timed. Second round: easy but without limit. Third round: complex password-type word and timed. Fourth round: complect password-type word and without limit.
5. Take away message: complex passwords are increasingly hard to crack even there’s unlimited time.
6. How we can create complex password and remember it? Create password using these simple sentences (take first letter of each word, turn to numbers or special signs were possible):
a) I have two cats: one called Lucifer and other is Gabriel (answer: Ih2c1cLaoiG).
b) The most beautiful night for me is when you can see many stars! (answer: Tmbnfmiwycsm*!)
c) One sentence should be short! (answer: 1ssbs!)
d) Yet another example including number five and seven and also dot (answer: Yaein5a7aa.)
7. Create your own based on this rule: think of very easy sentence for you to remember and make password out of first letters. Memorise it and destroy!
